Security Research on Wireless Networked Control Systems Subject to Jamming Attacks.
In this paper, a countermeasure for wireless networked control systems suffering from jamming attacks is studied by a variable sampling approach. A Stackelberg game framework is utilized to analyze interactions between a smart jammer and a legitimate user. The variable sampling approach is exploited to deal with data packets dropout between a sensor and a controller. Moreover, a resilient variable sampling controller is designed by a delta operator method. Besides, stability conditions are provided for systems with proposed controller. Finally, a numerical simulation is provided to validate the effectiveness of the proposed method.